BO GD&DT CONG HOA XA HQI CHU NGHIA VIET NAM
Truwong dai hoec SPKT Poc 1ap — Tuw do — Hanh phic
Khoa: CNTT jlalalaiaioel
Chuwong trinh Gido duc dai hoc
Nganh dao tao: Cong nghé thong tin  trinh do dao tao: Pai hoc

Chuong trinh dao tao: Cong nghé thong tin

Dé cwong chi tiét hoc phan

1. Tén hoc phéan: An Ninh Mang Ma hoc phin: NSEC430880
2. Tén tiéng Anh: Networks Security
3. S6 tin chi: 3
4. Phén bé thoi gian: (hoc ky 15 tuan) 3(2:1:6)
5. Cac giang vién phu trach hoc phan

1/ GV phu trach chinh: ThS. Huynh Nguyén Chinh

2/ Danh sach giang vién cung GD:

2.1/ ThS. Nguyén Ding Quang

6. Pi¢u kién tham gia hoc tap hoc phin

Moén hoc tién quyét: khong

Mon hgc trwée: Mang may tinh nang cao
7. Md ta tém tit hoc phan

Moén hoc nay cung cap kién thic vé nguyén ly caa cac ki thuat an ninh mang; kién thac vé céc ky
thuat st dung cong cu phan tich céc 16 hong trong hé théng mang; céc ki thuat bao mat ha tang
mang nhu Firewall, IDS/IPS; cac k¥ thuat trong bao mat tmg dung: remote access security, web
security, Email security, buffer overflow.

8. Chuén dau ra ciia hoc phan

Kién thirc:

8.1/ Giai thich nguyén nhan dan dén viéc tin cong mang may tinh

8.2/ Phan loai va trinh bay dugc dic diém co ban cac 16 hong trong hé théng mang

8.3/ Phan duoc dugc cac nhom giai phap str dung dé phat hién va phong chéng xam nhap mang
8.4/ Trinh bay duoc vai tro ctia ma hoa dit liéu trong an toan thong tin va truyén tin trén mang
8.5/ Trinh bay duoc dac diém va thuat toan ctia mot sd giao thirc ma hoa phé bién

8.6/ Trinh bay duoc vai tro cta cac cong cu giam sat ctia hé thong mang

8.7/ Trinh bay dugc cac dic diém chinh cua cac cong cu phén tich 16 hong trong cac thiét bi va giao
thirc mang.

8.8/ Ap dung mot sb cong cu giam sat va phan tich 16 hong mang vao hé thong mang
8.9/ Trinh bay dugc vai tro cua viéc bao mat ha téng mang
8.10/ Trinh bay dugc dac diém va co ché hoat dong cua Firewall, VPN, NAT, IDS/IPS
8.11/ Ap dung cac k¥ thuat Firewall, NAT, VPN, IDS/IPS vao h¢ théng mang
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8.12/ Trinh bay dugc vai tro cua viéc thiét lap cac chinh sach bao mat trong an ninh mang
8.13/ Trinh bay dugc vai tro cia IDS/IPS trong hé thong mang

8.14/ Trinh bay duoc co ché hoat dong trong viéc phat hién va phong chéng xam nhap cua hé théng
IDS/IPS

8.15/ Trinh bay dugc vai trd cta hé thdng canh bao trong IDS/IPS

8.16/ Ap dung IDS/IPS vao hé théng mang

8.17/ Trinh bay dugc vai trd cia hé théng an ninh cho tang tng dung

8.18/ Trinh bay duoc céac 16 héng phé bién trong céc dich vu Web, Email,...
8.19/ Trinh bay dugc céac giai phap an ninh cho cac dich vu Web, Email,...
Ky nang:

8.20/ Cai dat va cau hinh dugc cic cong cu phan tich 16 hong mang

8.21/ Cai dat va cAu hinh duoc cac firewal, IDS/IPS

8.22/ Phan tich dugc cac 16 hong ¢ tang (mg dung

Thai d§ nghé nghiép:

8.23/ C¢ thai d6 nghiém tuc trong nghién ctru

8.24/ Hinh thanh nhan thirc vé phat hién van dé - thu thap thong tin — X1 Iy cac 15i trong qué trinh
cai dat, cau hinh va quan tri mang

9. Nhiém vu cua sinh vién
- Dy 16p: t6i thiéu 80 % sb tiét giang
- Bai tap: phai hoan thanh 100% bai tap thuc hanh va bai tdp vé nha do GV giao
11. Tai liéu hoc tap
- Sach, giao trinh chinh: Giéo trinh An Ninh Mang ctia khoa CNTT — BH SPKT Tp.HCM
- S4ch tham khdo:

e Steve Manzuik, Ken Pfeil, Andre, "Network Security Assessment”’, Syngress, 2007.
e Nei Daswani, Christoph Kern, Anita Kesavan, “Foundation of Security ”, Apress,
2007.
e Justin Clarke, Nittesh Dhanjani, "Network security Tools ”, O’Reilly, 2005
e Anne Henmi, Mark Lucas, Abhishek Singh, Chris Cantrell, “Firewall Policies and
VPN Configurations ", Syngress, 2006
12. Ty 1€ Phan tram cac thanh phan diém va cac loai hinh danh gia sinh vién : (14)
- Béanh gia qua trinh: 30% trong d6 c6 cac hinh thirc danh gia:
+ Tham dy 16p: 10%
+ Bai tap: 20%
- Thi cudi hoc ky:  70% - thi ty luén (thoi gian ti thiéu 60 phut)
13. Thang diém: 10



14. K& hoach thwc hién (Ndi dung chi tiét) hoc phan theo tuén (15)

Tuan thir 1-2: Chwong 1: Tong quan vé bio mdt mang
(6/0/12)

Dy kién cac CPR dugc thue
hién sau khi ket thiac Chwong

- Cac noi dung GD chinh trén lop: (6)

+ Tong quan vé bao mat mang mdy tinh

+ Phan loai cac 15 héng bao mat

+ Cac kiéu tAn cong mang

+ Céc giai phap phat hién va phong chdng tin cong mang
- PPGD chinh:

+ Thuyét trinh

+ Trinh chiéu Powerpoint

8.1/ Giai thich nguyén nhan dan
dén viéc tan cong mang may
tinh

8.2/ Phan loai va trinh bay dugc
déc diém co ban cac 16 hong
trong hé thong mang

8.3/ Phan duoc duoc cac nhom
giai phép str dung dé phat hién
va phong chdng x4m nhap mang
8.20/ Thanh thao trong viéc cai
dit va cdu hinh cac cong cu
phan tich 16 hong mang

-Céc ndi dung can tw hoc ¢ nha: (12)

Du kién cac CPR dwoc thue
hién sau khi tw hoc

+ Poc thém: Cac cudc tin cong mang may tinh lon trong
lich st va cac giai phap han ché muc do nguy hai cua cac
loai tan cong ndy + cac ndi dung lién quan dén bai hoc

-Tai liéu hoc tap can thiét

+ Steve Manzuik, Ken Pfeil, Andre, ”Network Security
Assessment”, Syngress, 2007.

+ Nei Daswani, Christoph Kern,
“Foundation of Security”, Apress, 2007.

Anita Kesavan,

8.1/ Giai thich nguyén nhan dan
dén viéc tan cong mang may
tinh

Tuan thir 3-4: Chuwong 2: Cryptography - M4 hda
(6/0/12)

- Cdc noi dung hoc tap chinh trén lop:
+ Cin ban vé mi hoéa

+ Mot sb k¥ thuat ma hoa

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

8.4/ Trinh bay dugc vai tro cia
ma hoa dir liéu trong an toan
thong tin va truyén tin trén
mang

8.5/ Trinh bay duoc dic diém
va thuat toan cta mot sd giao
thirc ma hoa phd bién

-Cdic ndi dung can tie hoc ¢ nha (12):




+ Poc thém
Tai liéu hoc tdp can thiét

+ Steve Manzuik, Ken Pfeil, Andre, ”Network Security
Assessment”, Syngress, 2007.

+ Nei Daswani, Christoph Kern,
“Foundation of Security”, Apress, 2007.

Anita Kesavan,

Tuén thit 5-7: Chwong 3: Cac cong cu phan tich,
danh gia an ninh mang — Network security analysis
tools(9/0/18)

- Cac noi dung hoc tdp chinh trén lop:
+ Port and connection monitoring

+ Port scanning

+ Network sniffing

+ Vulnerability scanning

- PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.6/ Trinh bay dugc vai tro cta
cac cong cu giam sat cua h¢
thong mang

8.7/ Trinh bay duogc cac dac
diém chinh ctia cac cong cu
phan tich 15 hong trong cac thiét
bi va giao thirc mang.

8.8/ Ap dung mét sb cong cu
giam sat va phan tich 16 hong
mang vao hé théng mang

8.20/ Thanh thao trong viéc cali
dat va cdu hinh céc cong cu
phan tich 16 hong mang

-Cdic ndi dung can tie hoc ¢ nha (18):

+ Doc thém: cac ndi dung lién quan
Tai liéu hoc tdp can thiét

+ Justin Clarke, Nittesh Dhanjani, ”Network security
Tools”, O’Reilly, 2005

Tuén thir 8-10: Chwong 4: Bao mit ha ting mang -
Infrastructure security(9/0/18)




- Cdc noi dung hoc tdp chinh trén lop:
+ Gi6i thiéu

+ Firewall

+ VPN

+ VLAN

+ NAT

+ Media security

+ IDS/IPS

+ Network security policy
- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.9/ Trinh bay duogc vai tro cua
vi€c bao mat ha tang mang
8.10/ Trinh bay dugc dic diém
va co ché hoat dong cua
Firewall, VPN, NAT, IDS/IPS
8.11/ Ap dung cac k¥ thuat
Firewall, NAT, VPN, IDS/IPS
vao h¢ thong mang

8.12/ Trinh bay dugc vai tro cua
viéc thiét 13p céac chinh sach bao
mat trong an ninh mang

-Cdc noi dung can tu hoc & nha (18):

+ Doc thém: cac ndi dung lién quan
Tai liéu hoc tdp can thiét

+ Anne Henmi, Mark Lucas, Abhishek Singh, Chris
Cantrell, “Firewall Policies and VPN Configurations”,
Syngress, 2006

+ Steve Manzuik, Ken Pfeil, Andre,”Network Security
Assessment”, Syngress, 2007.

+ Nei Daswani, Christoph Kern,
“Foundation of Security”, Apress, 2007.

Anita Kesavan,

Tuén thir 11-12: Chuong 5: H¢ thong phat hién va
phong chong xam nhap(6/0/12)

- Cdc noi dung hoc tap chinh trén lop:

+ Vai tro ctia IDS/IPS trong hé théng mang
+ Dgc diém cua IDS/IPS

+ Nguyén tic hoat dong ctia IDS/IPS

+ Khao sat mot s IDS/IPS phd bién

+ IDS/IPS dwa vao ngudén mé

- PPGD chinh:
+ Trinh chiéu Powerpoint

+ Thuyét trinh

8.13/ Trinh bay dugc vai tro cua
IDS/IPS trong hé thong mang

8.14/ Trinh bay dugc co ché
hoat dong trong vi¢c phat hién
va phong chéng xam nhap cua
hé théng IDS/IPS

8.15/ Trinh bay dugc vai tr0 cua
hé thong canh bao trong
IDS/IPS

8.16/ Ap dung IDS/IPS vao hé
thong mang

8.21/ Thanh thao trong viéc cai
dat va cau hinh cac firewal,




+ Lam mau

IDS/IPS

-Cdc néi dung can ti hoc & nha (12):

+ Doc thém: cac ndi dung lién quan
Tai liéu hoc tap can thiét

+ Anne Henmi, Mark Lucas, Abhishek Singh, Chris
Cantrell, “Firewall Policies and VPN Configurations”,
Syngress, 2006

+ Steve Manzuik, Ken Pfeil, Andre, ”Network Security
Assessment”, Syngress, 2007.

+ Nei Daswani, Christoph Kern, Anita Kesavan,
“Foundation of Security”, Apress, 2007.

Tuén thir 13: Thuee hanh tai phong mdy (0/3/6)

- Cac noi dung hoc tdp chinh trén 16p:
+ Cai dat IDS/IPS mi ngudn mé

+ Thuyc hién tin cong va phan tich cach phong chéng dua
vao IDS/IPS

- PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.14/ Trinh bay dugc co ché
hoat dong trong viéc phat hién
va phong chéng xam nhap cua
hé théng IDS/IPS

8.16/ Ap dung IDS/IPS vao hé
thong mang

8.21/ Thanh thao trong viéc cai

dat va cdu hinh cac firewal,
IDS/IPS

-Cdc ndi dung can tie hoc ¢ nha (6):

+ Doc thém: cac ndi dung li€én quan

Tai liéu hoc tdp can thiét

+ Steve Manzuik, Ken Pfeil, Andre, ”Network Security
Assessment”, Syngress, 2007.

+ Nei Daswani, Christoph Kern, Anita Kesavan,
“Foundation of Security”, Apress, 2007.




Tuén thit 14: Chwong 6: An ninh ng dung -
Application Security (3/0/6)

- Cdc ngi dung hoc tdp chinh trén lop:
+ Remote access security

+ Web security

+ Email security

+ Buffer overflow

- PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.17/ Trinh bay dugc vai tro cua
hé thong an ninh cho tang trng
dung

8.18/ Trinh bay duoc cac 16
hong pho bién trong cac dich vu
Web, Email,...

8.19/ Trinh bay dugc cac giai
phdp an ninh cho céac dich vu
Web, Emalil,...

8.22/ Thanh thao trong viéc
phan tich cac 10 hong ¢ tang
ung dung

-Cdc ndi dung can tie hoc ¢ nha (6):

+ Doc thém: cac ndi dung lién quan

Tai liéu hoc tap can thiét

+ Steve Manzuik, Ken Pfeil, Andre, ”Network Security
Assessment”, Syngress, 2007.

+ Nei Daswani, Christoph Kern,
“Foundation of Security”, Apress, 2007.

Anita Kesavan,

Tuan thir 15: Thuee hanh tai phong mdy (0/3/6)

- Cadc noi dung hoc tdp chinh trén lop:
+ Remote access security

+ Web security

+ Email security

+ Buffer overflow

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.18/ Trinh bay duoc cac 16
hong pho bién trong cac dich vu
Web, Emalil,...

8.19/ Trinh bay duogc cac giai
phép an ninh cho céc dich vu
Web, Email,...

8.22/ Thanh thao trong viéc
phan tich cac 10 hong & tang
ung dung

-Cdc noi dung can tu hoc & nha (6):

+ Doc thém: céc ndi dung lién quan
Tai liéu hoc tdp can thiét

+ Steve Manzuik, Ken Pfeil, Andre, ”Network Security
Assessment”, Syngress, 2007.




+ Nei Daswani, Christoph Kern, Anita Kesavan,
“Foundation of Security”, Apress, 2007.

14. Pao dirc khoa hoc:

+7Céc bai lam bé}i tap, bai dich tu internet néu bi pl}ét hién 1a sao chép cua nl}au s€ bi trir
100% diém qua trinh, néu ¢ murc do nghiém trong (cho nhi€u ngudi chep- 3 nguoi giong nhau tré
I€n) s€ bi cam thi cudi ky ca ngudi st dung bai chép va ngudi cho chép bai.

+ SV khéng hoan thanh nhiém vu (muc 9) thi bi cim thi va bi dé& nghi ky luat trude toan
truong

+ Sinh vién thi h¢ thi cd 2 ngudi — thi hd va nho thi hd sé€ bi dinh chi hoc tap hodc bi dudi hoc
14. Ngay phé duyét 1in dau: 15/01/2012
15. Cép phé duyét:
Truwéng Khoa Truéong BQ MON Nhom Bién soan

Cép nhat lan 1 Nguwoi Cap nhat

T6 truéng b mon

Cép nhat lan 2 Nguwoi Cap nhat

T6 truéng b mon




